
 

 

 

 

 

 

Anti-Phishing Training 

Course Information 
 
Certification: None 

Duration: 25 Minutes 

Domain: Information Security 

Delivery Method: Online 

 
Accreditor: None 

Available Languages: English  

Purchase Options: Pay per Use 

 

 

Course Description: 

This course combines an Anti-Phishing Essentials Training Course with phishing testing 

services. 

This course teaches employees about phishing and social engineering threats through a 

scenario-based, online format with gamification and achievement elements to engage and 

challenge the user’s understanding of these attacks and decision-making in the handling of 

these threats. 

Audience: 

● Everyone  

Learning Objectives: 

At the end of this course, you will be able to: 

● Understand the key types of phishing attacks: spear phishing, whaling and watering 

holes 

● Define phishing and its risk to the individual and the organization 

● Learn how the delivery of phishing attacks is reviewed to include email, phone and 

mobile deliveries 

● Learn best practices on how to avoid being phished 

● Identify web links and suspicious URLs 

Prerequisites: 

There are no formal prerequisites for this course. 
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Course Outline: 

Course Introduction 

Scenario 1: Don’t get Speared 

● Manuel Gets Speared 

● Recognizing Spear Phishing Tactics 

● A Spear Phishing Example 

● Two-Phased Attacks 

● High-Level Targets 

● Phishing Warning Signs 

 

Scenario 2: Protect your Online Presence 

 

Exam Information 

There is no exam for this course. 

 

Accreditation Requirements 

This is not an accredited course. 
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